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POLICY

Background/Rationale

New technologies have become integral to the lives of children and young people in today’s society, both
within schools and in their lives outside school.

The internet and other digital and information technologies are powerful tools, which open up new
opportunitiesforeveryone. Electroniccommunication helpsteachersandpupilslearnfromeachother.

These technologies can stimulate discussion, promote creativity and increase awareness of context to

promote effective learning. Children and young people should have an entitlement to safe internet access
at alltimes.

Therequirementtoensurethatchildrenandyoungpeople canuseonlineandrelated communications
technologiesappropriatelyand safelyis addressedas partofthe wider duty of care towhichallwhowork
inschoolsare bound. The school Online Safety Policy and procedureswill help to ensure safe and
appropriate use. The development and implementation of such a strategy will involve all the stakeholders
ina child’s education from the Head teacher and Governors to the senior leaders and classroom teachers,
support staff, parents, members of the community and the pupils themselves.

The use of these exciting and innovative tools in school and at home has been shown to raise educational
standards and promote pupil achievement. However, the use of these new technologies can put young
people at risk within and outside the school. Some of the dangers they may face include:

e Accesstoillegal, harmful or inappropriate images or other content;

e Unauthorised access to/loss of/sharing of personal information;

e Therisk of being subject to grooming by those with whom they make contact on the internet;
e Therisk of being targeted by extremists in order to promote and encourage radicalisation;
e Therisk of being targeted by those involved in child sexual exploitation;

e The sharing/distribution of personal images without an individual’s consent or knowledge;
e Inappropriate communication/contact with others, including strangers;

e Cyber-bullying;

e Accessto unsuitable video/internet games;

e Aninability to evaluate the quality, accuracy and relevance of information on the internet;
e Plagiarism and copyrightinfringement;

¢ lllegal downloading of music or video files;

e The potential for excessive use which may impact on the social and emotional development and
learning of the young person.

Many oftheserisksreflectsituationsinthe off-lineworld anditis essentialthatthis Online Safety Policy
and procedures is used in conjunction with other school Policies including the Overarching Safeguarding
Statement, Child Protection, Data Protection and Whole School Behaviour.
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Aswithallotherrisks, itisimpossibletoeliminatethoseriskscompletely. Itistherefore essential, through
good educational provisionto build pupils’ resilience to therisks to which they may be exposed, so that
they have the confidence and skills to face and deal with these risks.

The school must demonstrate that it has provided the necessary safeguards to help ensure that they have
done everything that could reasonably be expected of them to manage and reduce these risks. The Online
Safety Policyand proceduresthatfollows explainshowweintendtodothis, while alsoaddressingwider
educationalissuestohelpyoung people (andtheir parents)to beresponsible users and stay safe while
using the internet and other communications technologies for educational, personal and recreational use.

Definitions

Forthe purposes ofthisdocumentachild, young person, pupil or studentisreferredtoasa‘child’ ora
‘pupil’ and they are normally under 18 years of age.

Wherevertheterm‘parent’ isusedthisincludesany personwith parentalauthority overthechild
concerned e.g. carers, legal guardians etc.

Wherever the term ‘Head teacher’ is used this also refers to any Manager with the equivalent responsibility
for children.

Wherever the term ‘school’ is used this also refers to academies.

Associated School Policies and procedures

This Policy should be read in conjunction with the following school Policies/procedures:
¢ Child Protection Policy and procedures

¢ Data Protection Policy including procedures for CCTV

¢ Health and Safety Policy and procedures

¢ Whole School BehaviourPolicy

e Procedures for Using Pupils Images

e Whistleblowing procedures

e Code of Conduct for staff and other adults

Communication/Monitoring/Review of this Policy and procedures

This Policy and procedures will be communicated to staff, pupils and the wider community in the following
ways:

e Posted on the school website/staffroom/shared staff drive
e Policy and procedures to be discussed as part of the school induction pack for new staff

e Acceptable Use Agreementsto be issuedto external users ofthe school systems (e.g. Governors)
usually on entry to the school

e Acceptable Use Agreements to be held in pupil and personnel files
TheOnline Safety Policyisreferencedfromwithin other school Policiesand proceduresasoutlined above.
2
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The review period for this Policy and procedures is as determined by the Governing Body.

Schedule for Development / Monitoring / Review

This Online Safety Policyand procedureswasapprovedbythe  September 2018
Governing Body/Governing Body Committee on:

The implementation of this Online Safety Policy and procedures Online Safety Coordinator
will be monitored by the:

Monitoring will take place at regular intervals: Yearly

The Online Safety Policy and procedures will be reviewed in = September 2020
accordancewiththe Governorsdecisiononfrequency,ormore

regularly in the light of any significant new developments in the use
ofthetechnologies, newthreatstoonline safetyorincidentsthat

have taken place. The next anticipated review date will be:

Should serious Online safety incidents take place, the following ICT Manager, DO, Police, Information
external persons/agencies will be informed: Commissioner’s Office

The school will monitor the impact of the Policy and procedures using:

e Logsof reported incidents
e Internal monitoring data for network activity
e Surveys/questionnaires of

- pupils

- parents

- staff
Scope of the Policy

ThisPolicyand procedures appliestoallmembers ofthe School/Academy community (including staff,
pupils, volunteers, parents, visitors, community users) who have accessto and are users of our ICT systems,
both in and out of school.

The Education and Inspections Act 2006 empowers Head teachers/Principals, to such extent as is
reasonable, to regulate the behaviour of pupils when they are off the School/Academy site and empowers
members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents
of cyber-bullying, or other online safety related incidents covered by this Policy and procedures, which may
take place outof school, butislinkedto membership of the School/Academy. The 2011 Education Act
increased these powers with regard to the searching for, and of, electronic devices and the deletion of data.
Inthe case of both acts, action can only be taken with regardto issues covered by the published Whole
School Behaviour Policy and procedures.
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The School/Academy will deal with such incidents within this Policy and procedures and the Whole School
Behaviour Policy whichincludes anti-bullying procedures and will, where known, inform parents of
incidents of inappropriate online safety behaviour that take place out of school.
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PROCEDURES

Roles and Responsibilities

The following section outlines the roles and responsibilities for online safety of individuals and groups
within the school.

Governors

The role of the Governors/online safety Governor is to:

[0 ensurethatthe school follows all current online safety advice to keep the children and staff safe;

00 approve the Online Safety Policy and procedures and review its effectiveness. This will be carried out
by the Governors/Governors Sub-committee receiving regular information about online safety
incidents and monitoring reports. Amember ofthe Governing Body hastakenontherole of Online
Safety Governor

[0 supportthe school in encouraging parents and the wider community to become engaged in online
safety activities;

[0 regular review with the Online Safety Coordinator (including incident logs, filtering/change control logs
etc.)

Head teacher

TheHeadteacherhasoverallresponsibility for online safety provision. The daytodayresponsibility for
online safety may be delegated to the Online Safety Coordinator.

The Head teacher will;
[0 take overall responsibility for data and data security;

00 ensure the school uses an approved, filtered Internet Service, which complies with current statutory
requirements;

[J ensure thatthe Online Safety Coordinator and other relevant staff receive suitable CPD to enable them
to carry out their online safety roles and to train other colleagues, as relevant;

[0 ensurethatthereisasystemin placeto allowformonitoring and supportofthoseinschoolwhocarry
outtheinternal online safety monitoring role. Thisisto provide asafety netandalso supporttothose
colleagues who take on important monitoring roles;

[0 receive regular monitoring reports from the Online Safety Coordinator;

e be aware of the procedures to be followed in the event of a serious online safety incident or an
allegation being made againstamember of staff or volunteer (see flow charton dealing with online
safety incidents — Appendix I, and relevant Local Authority HR/school disciplinary procedures). The
procedures for dealing with allegations against staff or volunteers can be found within the school Child
Protection Policy and all staff/volunteers are provided with a copy on induction.

Online Safety Coordinator/Designated Safeguarding Lead

The Online Safety Coordinator/Designated Safeguarding Lead will:

0 takeday-to-dayresponsibility for online safetyissuesandtake aleadroleinestablishingandreviewing
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the school online safety procedures and documents;

promote an awareness and commitmentto e-safeguarding throughout the school community;
ensure that online safety education is embedded across the curriculum;
liaise with the school ICT technical staff

communicate regularly with SLT and the designated online safety governor/committee to discuss
current issues, review incident logs and filtering/change control logs;

ensurethatall staff are aware ofthe proceduresthatneedto befollowed inthe eventofan online
safety incident or allegation against a member of staff or volunteer;

ensure that an online safety log is kept up to date;
facilitate training and advice for staff and others working in the school;

be aware of emerging online safety issues and legislation, and of the potential for serious child
protection issues to arise from:

- sharing of personaldata

- access to illegal/inappropriate materials

- inappropriate online contact with adults/strangers
- potential or actual incidents of grooming

- cyberbullying and the use of social media

Network Manager/Technical staff

The Network Manager/Systems Manager/ICT Technician/ICT Coordinator will:

0

report any online safety related issues that arise, to the Head teacher;

ensure that users may only access the school’s networks through an authorised and properly enforced
password protection procedures, in which passwords are regularly changed;

ensure thatthe school’s ICT infrastructure is secure and is not open to misuse or malicious attack e.qg.
keeping virus protection up to date;

that the school meets the online safety technical requirements outlined in the School Acceptable Use
Agreements and any relevant Local Authority Online Safety Policy and guidance;

the school’s procedures on web filtering, is applied and updated on a regular basis and that its
implementation is not the sole responsibility of any single person;

ensure that access controls/encryption exist to protect personal and sensitive information held on
school-owned devices;

that he/she keeps up to date with the school’s Online Safety Policy and procedures and technical
information to effectively carry outtheir Online safety role and toinform and update others as
relevant;
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thatthe use ofthe network/Virtual Learning Environment (VLE)/remote access/emailisregularly
monitored in order that any misuse/attempted misuse can be reported to the Online Safety
Coordinator/Head teacher/Senior Leader/Head of ICT/ICT Coordinator/Class teacher/Head of Year (as
in the section above) for investigation/action/sanction;

ensure that appropriate backup procedures exist so that critical information and systems can be
recoveredinthe eventof adisaster and to complementthe business continuity process;

keep up-to-date documentation of the school’s e-security and technical procedures.

1.5 Data Manager

1.6

1.7

Itistheresponsibility ofthe Datamanagerto ensurethatalldataheld on pupils on school office machines
have appropriate access controls in place and that systems and procedures comply with the General Data
Protection Regulations.

All Staff

It is the responsibility of all staff to:

0

read, understand and help promote the school’s Online Safety Policy and procedures
read, understand and adhere to the school Staff Acceptable Use Agreement;

be aware ofonline safetyissuesrelatedtothe use of mobile phones,camerasandhand-helddevices
and that they monitor their use and implement current school procedures with regard to these devices;

report any suspected misuse or problem to the Online Safety Coordinator;
maintain an awareness of currentonline safetyissues and guidance e.g. through CPD opportunities;
model safe, responsible and professional behaviours in their own use of technology;

ensure that any digital communications with pupils are on a professional level and only through school-
based systems, never through personal mechanisms, e.g. email, text, mobile phones or social media
messaging or posts.

Teachers must:

00 ensure that online safety issues are embedded in all aspects of the curriculum and other school
activities;

[J monitor, supervise and guide pupils carefully when engaged in ICT activity in lessons, extra-curricular
and extended schoolactivities;

[J ensure that pupils are fully aware of research skills and are made aware of legal issues relating to
electronic content such as copyright laws.

[0 ensure thatduring lessons where internet use is pre-planned pupils are guided to sites checked as
suitablefortheiruse andthatprocesses are known and used whendealing withany unsuitable
material that is found in internet searches.

Pupils

Taking into account the age and level of understanding, the key responsibilities of pupils are to:

(]

use the school ICT systems in accordance with the Pupil Acceptable Use Agreement

3
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[J have agood understanding of research skills and the need to avoid plagiarism and uphold copyright
regulations;

O know and understand the importance of reporting abuse, misuse or access to inappropriate materials
and know how to do so;

0 knowwhatactiontotakeiftheyor someonetheyknowfeelsworried orvulnerable whenusingonline
technology;

00 know and understand school procedures on the use of mobile phones, digital cameras and hand-held
digital devices.

[0 know and understand school procedures on the taking/use of images and on cyber-bullying;

¢ understand the importance of adopting good online safety practice when using digital technologies out
ofschoolandrealisethatthe school’'s Online Safety Policyand procedures coverstheiractionsout of
school, if related to their membership of the school;

O take responsibility for learning about the benefits and risks of using the internet and other technologies
safely both in school and at home;

[0 help the school in the creation/review of the Online Safety Policy and procedures.

Parents

Parentsplayacrucialroleinensuringthattheir children understandthe needto use the internet/mobile
devicesin an appropriate way. Research shows that many parents do not fully understand the issues and
arelessexperiencedintheuse ofICTthantheirchildren. The schoolwilltherefore take everyopportunity
tohelpparentsunderstandtheseissuesthrough parents’evenings, newsletters, letters, website and
information about national/local online safety campaigns/ literature.

The key responsibilities for parents are to:

supportthe schoolinpromotingonline safetywhichincludesthe pupils’ use ofthe Internetandthe
school’s use of photographic and video images;

accessthe school website/online pupil records in accordance with the relevant school Acceptable Use
Agreement;

consult with the school if they have any concerns about their children’s use of technology;

ensurethattheythemselvesdonotusetheinternet/socialnetwork sites/otherforms oftechnical
communication in an inappropriate or defamatory way;

supporttheschool'sapproachtoonline safety by notuploading or postingtothe Internetanypictures,
video ortextthat could upset, offend or threaten the safety of any member of the school community
or bring the school into disrepute.

Training

Staff and Governor Training

This school:

[0 ensures staff know howto send or receive sensitive and personal data in accordance with GDPR and

understand the requirement to encrypt data where the sensitivity requires data protection;
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makes regular training available to staff on online safety issues and the school’s online safety education
programme

provides, as part of the induction process, all new staff (including those on university/college
placements and work experience) and volunteers with information and guidance on the Online Safety
Policy and procedures the school’s Acceptable Use Agreements.

2.2 Parent Awareness and Training

3.1

3.2

This school operates a rolling programme of advice, guidance and training for parents, including:

0

N R W B

the introduction of the Acceptable Use Agreements to new parents, to ensure that principles of online
safe behaviour are made clear;

the provision of information leaflets, articles in the school newsletter, on the school website;
demonstrations and practical sessions held at the school,

suggestions for safe Internet use at home;

the provision of information about national support sites for parents.

Teaching andLearning

Why internet use is important

(]

(]

Internet use is part of the statutory curriculum and is a necessary tool for learning.
The Internetis a part of everyday life for education, business and social interaction.

Theschoolhasadutytoprovide pupilswithquality Internetaccessaspartoftheirlearning
experience.

PupilsusethelInternetwidelyoutside schooland needtolearnhowtoevaluate Internet
information and to take care of their own safety and security.

The purpose of Internet use in school is to raise educational standards, to promote pupil
achievement, to support the professional work of staff and to enhance the school’s management
functions.

Internet access is an entitiement for pupils who show a responsible and mature approach to its
use.

How internet use benefits education

I W B

O O

access to worldwide educational resources including museums and art galleries;

educational and cultural exchanges between pupils worldwide;

vocational, social and leisure use in libraries, clubs and at home;

access to experts in many fields for pupils and staff;

professional development for staff through access to national developments, educational materials and
effective curriculum practice;

collaboration across networks of schools, support services and professional associations;
improved access to technical support including remote management of networks and automatic system
updates;

exchange of curriculum and administration data with the Local Authority and DfE;
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access to learning wherever and whenever convenient.

3.3 How internet use enhances learning

This school:

(]

hasaclear, progressive online safety education programme as part of the Computing/PSHE curriculum.
This coverstheteaching of arange of skillsand behaviours which are appropriate tothe age and
experience of the pupils concerned and include those to:

- developarange of strategies to evaluate and verify information before accepting its accuracy;

- beawarethatthe author ofawebsite/page mayhave aparticularbiasorpurpose andtodevelop
skills to recognise what that may be;

- know how to narrow down or refine a search;

- understand how search engines work and to understand that this affects the results they see at the
top of thelistings;

- understand acceptable behaviour when using an online environment/email, i.e. be polite, no bad or
abusive language or otherinappropriate behaviour; keeping personal information private;

- understand how photographs can be manipulated and how web content can attract the wrong sort
of attention;

- understand whythey should not post or share detailed accounts of their personal lives, contact
information, daily routines, location, photographs and videos and to know how to ensure they have
turned-on privacy settings;

- understand why they must not post pictures or videos of others without their permission;

- know not to download any files — such as music files — without permission;

- have strategies for dealing with receipt of inappropriate materials;

- *for older pupils+ understand why and how some people will ‘groom’ young people for sexual
reasons;

- understandtheimpactofcyberbullying, sexting andtrollingandknowhowtoseek helpiftheyare
affected by any form of online bullying;

- know how to report any abuse including cyberbullying; and how to seek help if they experience
problems when using the Internet and related technologies, i.e. parent, teacher or trusted staff
member, or an organisation such as ChildLine or the CLICK CEOP button.

plans Internet use carefully to ensure that it is age-appropriate and supports the learning objectives for
specific curriculum areas;

will remind pupils about their responsibilities

ensures staff model safe and responsible behaviour intheir own use of technology during lessons;
ensures that when copying materials from the web, staff and pupils understand issues around
plagiarism; how to check copyright and know that they must respect and acknowledge
copyright/intellectual property rights;

ensuresthat staff and pupils understand the issues around aspects of the commercial use of the
Internet, as age appropriate. This may include, risks in pop-ups; buying online, online gaming/gambling
etc.
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3.4 Pupils with additional needs

4.1

Here are some considerations regarding possible ways to support a generic group of children who may
require additional support to move forward in safeguarding themselves.

e Afundamental partofteaching online safety is to check pupil’s understanding and knowledge of
general personal safety issues. Some pupils may need additional teaching thatincludes reminders and
explicit prompts to link their existing knowledge of “how to keep safe” to the rules that will apply
specifically to, for instance, internet use.

0 Rulesareveryhelpfultoallpupilsanditisimportanttoachieve consistency ofhowrulescanbe
applied.

[0 Asconsistency is so important for these pupils, there is a need to establish online safety rules for school
thatare similartothose forhome. Working with parents and sharing information with themwould be
relevant to all children, but this group especially.

00 Therewillalwaysbe exceptionstorulesandifthisisthe case, thenthese pupilswillneedto have
additionalexplanations aboutwhyrules mightchange indifferentsituationsi.e. whyitis oktogive
your name and address to an adult if you are lost in town, but not when using the internet.

¢ It might be helpful to consider presenting the rules as being linked to consequences such that you are
teaching cause-effect rather than a list of procedures. This needs to be achieved carefully so as to use
realistic and practical examples of what might happeniif... without frightening pupils.

e Visual support is usually important to help most pupils’ understanding but some areas of this topic are
guite abstract in nature and difficult to represent visually i.e.

' Uncomfortable

. Smart
+  Stranger
. Friend

Managing Information Systems

Maintaining Information Systems Security

Local Area Network (LAN) security issues include:

[0 Users must act reasonably e.g. the downloading of large files during the working day will affect the
service that othersreceive.

(1 Users must take responsibility for their network use. For staff, flouting the school Acceptable Use

Agreement may be regarded as a reason for dismissal.

Workstations should be secured against user mistakes and deliberate actions.

Servers must be located securely and physical access restricted.

The server operating system must be secured and kept up to date.

Virus protection for the whole network must be installed and current.

Access by wireless devices must be proactively managed and secured with a minimum of WPA2

encryption.

I N R W B
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Wide Area Network (WAN) security issues include:

00 Broadband firewalls and local CPEs (Customer Premises Equipment) are configured to prevent
unauthorised access betweenschools.

00 Decisions on WAN security are made on a partnership between schools and the network provider.

o Thesecurity of the schoolinformation systems and users will be reviewed regularly.
(1 Virus protection will be updated regularly.

[0 Personal data sent over the Internet or taken off site will be encrypted.

00 Unapproved software will not be allowed in work areas or attached to email.

¢ Files held on the school’s network will be regularly checked.

[0 The ICT coordinator manager will review system capacity regularly.

e Useofuserlogins and passwords to access the school network will be enforced —see Section 6.2
below.

The schools broadband and online suppliers are Westcom.

Password Security

The school will be responsible for ensuring that the school infrastructure/network is as safe and secure asis
reasonably possible andthat:

[0 users can only access data to which they have right of access;

e nousershould be able to access another’s files, without permission (or as allowed for monitoring
purposes within the school’s procedures);

e accesstopersonaldatais securely controlled in line with the school’s personal data procedures;

[0 logs are maintained of access by users and of their actions while users of the system.

A safe and secure username/password system is essential if the above is to be established and will apply to
all school ICT systems, including email.

The management of password security will be the responsibility of Westcom
Responsibilities:

All users (adults and young people) will have responsibility for the security of their username and password,
mustnotallow other usersto accessthe systemsusingtheirlogondetailsand mustimmediately report
any suspicion or evidence that there has been a breach of security.

Users will change their passwords regularly)
Training/Awareness:
Members of staff will be made aware of the school’s password security procedures:

(0 atinduction;
o through the school’s Online Safety Policy and procedures;
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through the Acceptable Use Agreement;

4.3 Managing Email

U
U

Pupils may only use approved email accounts for school purposes.

Pupils mustimmediately tell a designated member of staff if they receive an offensive email or one
which upsets or worries them.

Pupils must not reveal personal details of themselves or others in email communication, or arrange to
meet anyone without specific permission from an adult.

Whole-class or group email addresses will be used in primary schools for communication outside of the
school.

Staff will only use official school provided email accounts to communicate with pupils and parents, as
approved by the Senior Leadership Team.

Access in school to external personal email accounts may be blocked.

Excessive social email use can interfere with learning and will be restricted.

Email sent to external organisations should be written carefully and authorised before sending, in the
same way as a letter written on school headed paper would be.

The forwarding of chain messages is not permitted.

Schools will have a dedicated email for reporting wellbeing and pastoral issues. This inbox will be
managed by designated and trained staff.

Staff should not use personal email accounts during school hours or for professional purposes.

The official school email service may be regarded as safe and secure and is monitored. Staff and pupils
shouldtherefore use onlythe schoolemail service tocommunicate with otherswheninschool, oron
school systems (e.g. by remote access).

Users need to be aware that email communications may be monitored.

Usersmustimmediatelyreport,tothe nominated person—inaccordancewiththe school Policyand
procedures, the receipt of any email that makes them feel uncomfortable, is offensive, threatening or
bullying in nature and must not respond to any such email.

Any digital communication between staff and pupils or parents (email, chat, VLE etc.) mustbe
professional in tone and content. These communications may only take place on official (monitored)
school systems. Personal email addresses, text messaging or public chat/social networking
programmes must not be used for these communications.

4.4 Emailing personal, sensitive, confidential or classified information

[

Assess whether the information can be transmitted by other secure means before using email -
emailing confidential datais notrecommended and should be avoided where possible;

The use of Hotmail, BTInternet, G-mail or any other Internet based webmail service for sending email
containing sensitive information is not permitted;

Where your conclusion is that email must be used to transmit such data:

- Obtain express consent from your manager to provide the information by email;

- Exercisecautionwhensendingthe emailandalwaysfollowthese checksbeforereleasingthe email:

+  Verify the details, including accurate email address, of any intended recipient of the
information;
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+  Verify (by phoning) the details of a requestor before responding to email requests for
information;
+ Do notcopy orforward the email to any more recipients than is absolutely necessary.

- Do not send the information to any person whose details you have been unable to separately verify
(usually by phone);

- Send the information as an encrypted document attached to an email;

- Provide the encryption key or password by a separate contact with the recipient(s);

- Do notidentify such information in the subject line of any email;

- Request confirmation of safe receipt.

Zombie accounts

Zombie accounts refer to accounts belonging to users who have left the school and therefore no longer
have authorised access to the school’s systems. Such Zombie accounts when left active can cause a
security threat by allowing unauthorised access.

[0 Ensure that all user accounts are disabled once the member of the school has left;
O Prompt action on disabling accounts will prevent unauthorised access;
¢ Regularlychangegenericpasswordstoavoidunauthorised access (Microsoft© advise every42days).

Further advice is available at IT Governance Click here to access.

Managing published content

The contact details on the website are the school address, email and telephone number. Staff, Governors
or pupils’ personal information are not published.

Email addresses will be published carefully online, to avoid being harvested for spam (e.g. by replacing
‘@ with*'AT’.)

The Head teacher will take overall editorial responsibility for online content published by the school and
will ensure that content published is accurate and appropriate.

The school website will comply with the school’s guidelines for publications including respect for
intellectual property rights, privacy procedures and copyright.

Use of digital and video images

The development of digital imaging technologies has created significant benefits to learning, allowing staff
and pupilsinstantuse ofimagesthattheyhave recorded themselves or downloadedfromtheinternet.
However, staff, pupilsand parents needtobe aware of therisks associated with sharingimages and with
posting digital images on the internet. Those images may remain available on the internet forever and may
cause harm or embarrassment to individuals in the short or longer term. There are many reported
incidents of employers carrying out internet searches for information about potential and existing
employees. Theschoolwillinformandeducate usersabouttheserisksandwillimplementproceduresto
reduce the likelihood of the potential for harm.

o Wegainparental permissionforthe use of digital photographsorvideoinvolving their childaspart
of the school agreement form when their child joins the school. Thisisaonceinaschool lifetime
consent. Parents are required to inform the school if their consent changes.

[ Wedonotidentifypupilsinonline photographicmaterialsorincludethefullnamesofpupilsinthe
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credits of any published school produced digital materials.

e Whenusingdigitalimages, staffwillinformandeducate pupilsabout therisksassociatedwiththe
taking, use, sharing, publicationanddistribution of images. Pupilsareadvisedtobeverycareful
aboutplacing any personal photos on any ‘social’ online network space. Theyare taught to
understandthe needtomaintain privacy settingssoasnottomakepublic, personalinformation.

[0 Theschoolblocksffilter access to social networking sites or newsgroups unlessthere is a specific
approved educational purpose;

[0 Staffare permittedtotake digital/videoimagesto supporteducational aims, butmustfollow school
procedures concerning the sharing, distribution and publication of those images. Those images should
only be taken on school equipment; the personal equipment of staff should not be used for such
purposes.

[0 Care should be taken when taking digital/video images that pupils are appropriately dressed and are
not participating in activities that might bring the individuals or the school into disrepute.

00 Pupils are taught about how images can be manipulated in their online safety education programme
and also taughtto consider howto publish for a wide range of audiences which mightinclude
governors, parents or younger children as part of their ICT scheme of work;

0 Pupilsaretaughtthattheyshould not postimages orvideos of others without their permission. We
teachthemabouttherisksassociatedwith providing informationwithimages (including the name of
thefile), thatrevealstheidentity of others and theirlocation, suchas house number, streetname or
school. Weteachthemaboutthe needto keeptheirdata secure andwhattodoifthey are subjectto
bullying or abuse.

O Ifspecific pupil photos (notgroup photos) are used onthe schoolweb site, inthe prospectus orin other
high profile publications the school will obtain individual parental or pupil permissionforitslong term
use.AmodelConsentFormcanbefoundinKym Allan Healthand Safety ConsultantsLtd. (KAHSC)
General Safety SeriesG21.

e Pupils’fullnameswillnotbe usedanywhere onawebsite orblog, particularlyinassociationwith
photographs.

¢ Pupil’s work can only be published with the permission of the pupil and parents.
4.8 Managingsocial networking, social media and personal publishing sites

The school will control access to social media and social networking sites.

[0 Pupilswillbe advised neverto give out personal details of any kind which may identify them and/or
their location. Examples would include real name, address, mobile or landline phone numbers, school
attended, IMand email addresses, fullnames of friends/family, specific interests and clubs etc.

[0 Staffwishingtouse SocialMediatoolswith pupilsaspartofthe curriculumwillrisk assessthesites
beforeuseandcheckthe sitestermsand conditionsto ensurethesiteisage appropriate. Staffwill
obtain documented consent from the Senior Leadership Team before using Social Media tools in the
classroom.

[0 Personal publishing will be taught via age appropriate sites that are suitable for educational purposes.
They will be moderated by the school where possible.
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Pupils will be advised on security and privacy online and will be encouraged to set passwords, deny
access to unknown individuals and to block unwanted communications.

Pupil will be encouraged to approve and invite known friends only on social networking sites and to
deny access to others by making profiles private.

All members of the school community are advised not to publish specific and detailed private thoughts,
especially those that may be considered threatening, hurtful or defamatory.

Newsgroups will be blocked unless a specific use is approved.

Concernsregarding a pupil’s use of social networking, social media and personal publishing sites (in or
out of school) will be raised with their parents, particularly when concerning the underage use of sites.
Staff personal use of social networking, social media and personal publishing sites will be discussed as
partofstaffinductionandoutlinedinthe school Staff Acceptable Use Agreement—see AppendixF.

4.9 Managing filtering

The school’s broadband access willinclude filtering appropriate to the age and maturity of pupils.
The school will work with Westcom to ensure that filtering procedures are continually reviewed.
Theschoolwillhave aclearprocedureforreportingbreachesoffiltering. Allmembersofthe school
community (all staff and all pupils) will be aware of this procedure.

If staff or pupils discover unsuitable sites, the URL will be reported to the School Online Safety
Coordinator who willthenrecordthe incident and escalate the concern as appropriate.

Changes to the school filtering procedures will be risk assessed by staff with educational and technical
experience prior to any changes and where appropriate with consent from the Senior Leadership Team.
The School Senior Leadership Team will ensure that regular checks are made to ensure that the filtering
methods selected are effective.

Any material that the school believes is illegal will be reported to appropriate agencies such as IWF_
Click here to access, Cumbria Police or CEOP Click here to access.

4.10 Webcams andCCTV

The school uses CCTYV for security and safety. The

Notificationof CCTV useisdisplayedatthefrontofthe school. Pleaserefertothe Information
Commissioners Office (ICO)for further guidance and the school CCTV procedures.

We do not use publicly accessible webcams in school.

Webcamsin school are only ever used for specific learning purposes, i.e. monitoring hens’ eggs and
never using images of children or adults.

Misuse of the webcam by any member of the school community will result in sanctions.

Consentis sought from parents and staff on joining the school, in the same way as for allimages.

4.11 Managing emergingtechnologies

(]

Emerging technologies will be examined for educational benefitand a risk assessment will be carried
out before use in school is allowed.

Pupilswillbeinstructedaboutsafeandappropriate use of personaldevices bothonandoffsitein
accordance with the school Mobile Phone procedures.
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4,12 Data protection

4.13

Personal data will be recorded, processed, transferred and made available according to the Data Protection
Act 2018 and GDPR which states that personal data must be:

U
U

U
U
O

processed lawfully, fairly and in a transparent manner in relation to individuals.

collected for specified, explicit and legitimate purposes and not further processed in a manner that is
incompatible with thosepurposes.
beadequate,relevantandlimitedtowhatisnecessaryinrelationtothe purposesforwhichtheyare
processed.

accurate and, where necessary, kept up to date.

kept for no longer than is necessary.

processed in a manner that ensures appropriate security of it.

More detailed information can be found in the School Data Protection Policy.

Careistakenatalltimestoensurethe safe keeping of personaldata, minimising therisk ofitslossor
misuse;

(]

use personal data only on secure password protected computers and other devices, ensuring that they
are properly “logged-off” at the end of any session in which they are using personal data;

transfer data using encryption and secure password protected devices.

Disposal of redundant ICT equipment

(]

Allredundant ICT equipment will be disposed of through an authorised agency. This shouldinclude a
written receipt for the item including an acceptance of responsibility for the destruction of any
personal data.

AllredundantICT equipmentthatmay have held personal datawillhave the storage media over
written multiple timesto ensure the dataisirretrievably destroyed. Ifthe storage media hasfailedit
will be physically destroyed. We will only use authorised companies who will supply a written
guarantee that this will happen.

Disposal of any ICT equipment will conform to:

- The Waste Electrical and Electronic Equipment Regulations 2006

- TheWaste Electrical and Electronic Equipment (Amendment) Regulations 2007
- Environment Agency Guidance (WEEE) Click here to access

- Data Protection Act2018

- Electricity at Work Regulations 1989

The school will maintain a comprehensive inventory of all its ICT equipment including a record of
disposal.
The school’s disposal record will include:

- Date item disposedof;
- Authorisation for disposal, including:

+ verification of softwarelicensing

+ any personal data likely to be held on the storage media? *
- Howitwas disposed of e.g. waste, gift, sale
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*if personal datais likely to be held the storage media will be over written multiple times or ‘scrubbed’
to ensure the data is irretrievably destroyed.

Any redundant ICT equipment being considered for sale/gift will have been subject to a recent
electrical safety check and hold a valid PAT certificate.

Policy Decisions

Authorising internetaccess

Theschoolwillmaintainacurrentrecordofallstaffand pupilswhoaregrantedaccesstotheschool’s
electronic communications.

Parents will be asked to read and sign the School Acceptable Use Agreement for pupil access and
discuss it with their child, where appropriate.

Parents will be informed that pupils will be provided with supervised Internet access appropriate to
their age andability.

When considering access for vulnerable members of the school community (such as with children with
special education needs) the school will make decisions based on the specific needs and understanding
of the pupil(s).

Assessing risks

]

[

The school will take all reasonable precautions to ensure that users access only appropriate material.
However, duetotheglobalandconnectednature of Internet content, itisnot possibletoguarantee
thataccesstounsuitable materialwillneveroccurviaaschoolcomputer. Neithertheschoolnorthe
LAcanacceptliability for the materialaccessed, orany consequencesresultingfromInternetuse.
TheschoolwillauditICTusetoestablishifthe OnlineSafetyPolicyandproceduresisadequateand
that theimplementation of the Online Safety Policy is appropriate —see Appendix Aforasample
Online Safety Audit.

The use of computer systems without permission or for inappropriate purposes could constitutea
criminaloffenceunder the Computer Misuse Act 1990andbreacheswillbereportedtoCumbriaPolice.
Methods to identify, assess and minimise risks will be reviewed regularly.

Unsuitable/Inappropriate Activities

The school believes that the activities referred to in the following section would be inappropriate ina
school context and users, as defined below, should not engage in these activities in school or outside school
when using school equipment or systems.
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User Actions

Acceptable
Acceptable at
certain times
Acceptable for
nominated
Unacceptable
Unacceptable
and illegal

Carrying out sustained or instantaneous high volume network traffic
(downloading / uploading files) that causes network congestion and hinders
others in their use of the internet

5.4 What are the risks?

Therisksthatcanbe posedtoyoung people andadults whenonline have beenidentified by the EUKids
online project, which was later referenced in paragraph 1.3 of Dr Tanya Byron in “Safer Children in a Digital
World” (2008).

_ Commercial Aggressive Sexual Values

Adverts

Content 5 i Bias. Raci
ornographic or as, Racist or
. Spam Violent/hateful graph I. . I.
(Child as A unwelcome sexual  Misleading info or
. Sponsorship content advice

recipient)

Personal Info
Contact Tracking

Being bullied, Meeting Self-harm,
(Child as Harvesting harassed or strangers, being Unwelcome
stalked roomed ;

participant) personal info J persuasions

lllegal

downloading

: Creating and -

Hacking Providin
Conduct Bullying or uploading . Vicl .g

Gamblin harassing another  inappropriate misleading
(Child as actor) 9 g pprop information/advice

- material
Financial scams

Terrorism

Byron Review (2008): Click here to access

5.5 Responding to Incidents of Concern

If any apparent or actual misuse appears to involve illegal activity e.g.
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[ Inthisschoolthereis strictmonitoring and application ofthe Online Safety Policy and a differentiated
and appropriate range of sanctions, though the attitudes and behaviour of users are generally positive
and there is rarely a need to apply sanctions

[0 Allmembersofthe schoolcommunitywillbeinformed aboutthe procedureforreporting online safety
concerns (such as breaches of filtering, cyber-bullying, illegal content etc.).

[0 The Online Safety Coordinator will record all reported incidents and actions taken in the School Online
Safety incidentlog and other in any relevant areas e.g. Bullying or Child protection log.

[J The Designated Safeguarding Lead will be informed of any online safety incidents involving Child
Protection concerns, which will then be escalated appropriately

00 The schoolwillmanage Online Safety incidents in accordance with the school discipline/behaviour
policy where appropriate.

00 The schoolwill inform parents of any incidents of concerns as and when required.

[J After any investigations are completed, the school will debrief, identify lessons learnt and implement
any changesrequired.

0 Wherethereiscauseforconcernorfearthatillegalactivity hastaken placeoristaking placethenthe
school will contact the Safeguarding Hub and escalate the concernto the Police.

¢ Iftheschoolisunsure howto proceedwithanyincidentsofconcern,thentheincidentmaybe
escalated to the Safeguarding Hub —see Child Protection Policy and procedures.

If members of staff suspect that misuse might have taken place, but that the misuse is not illegal (as above)
itis essential that correct procedures are used to investigate, preserve evidence and protect those carrying
outtheinvestigation. More than one member of staff should be involvedinthe investigationwhich should
be carried out on a “clean” designated computer.

Itismore likely thatthe schoolwillneed to deal with incidents thatinvolve inappropriate rather thanillegal
misuse. Itisimportantthatanyincidentsare dealtwithassoonaspossibleinaproportionate manner, and
thatmembers of the school community are aware thatincidents have been dealtwith. Itisintendedthat
incidents of misuse will be dealt with through normal behaviour/disciplinary procedures .

Managing cyber-bullying

Cyber-bullying can be defined as “The use of Information Communication Technology, particularly mobile
phones and the internet to deliberately hurt or upset someone” DCSF (now DfE) 2007.

Manyyoung people and adults find that using the internetand mobile phonesis a positive and creative
part of their everyday life. Unfortunately, technologies can also be used negatively. When children are the
target of bullying viamobile phones, gaming orthe Internet, they can oftenfeel very alone, particularly if
the adults around them do not understand cyber-bullying andits effects. Aonce previously safe and
enjoyable environment or activity can become threatening, harmful and a source of anxiety. Itis essential
that young people, school staff and parents understand how cyber-bullying is different from other forms of
bullying, how it can affect people and how to respond and combat misuse. Promoting a culture of
confident users will support innovation and safety.
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There are anumber of statutory obligations onschools with regard to behaviour which establish clear
responsibilities to respond to bullying. In particular section 89 of the Education and Inspections Act 2006:

e every school must have measures to encourage good behaviour and prevent all forms of bullying
amongst pupils. These measures should be part ofthe school’s Behaviour Policy which must be
communicated to all pupils, school staff and parents;

[0 givesHeadteachers theability to ensure that pupils behave when theyare not onschool premises or
under the lawful control of school staff.

Wherebullyingoutside school (suchasonlineorviatext)isreportedtotheschool, itshouldbeinvestigated
and actedon.

Althoughbullyinginitselfisnot aspecificcriminaloffenceinthe UK, itisimportant tobearinmind that
some types of harassing or threatening behaviour or communications could be acriminal offence, for
exampleunder the Protection fromHarassment Act 1997, the Malicious Communications Act 1988, the
Communications Act 2003, and the Public Order Act 1986. If school staff feels that anoffence may have
been committed they should seek assistance from the police.

For more information please read “Preventing and Tackling Bullying: Advice for School Leaders, Staffand
Governing Bodies” Click here to access.

DfE and Childnet have produced resources and guidance that canbe used to give practical advice and
guidance on cyber-bullying: Click here to access.

(1 Cyber-bullying (alongwithallother formsofbullying) of anymember of the schoolcommunitywillnot
be tolerated. Fulldetailsare set outin the Whole School Behaviour Policy.

[0 Thereareclearproceduresinplace tosupportanyoneintheschoolcommunityaffectedbycyber-
bullying.

0  Allincidents of cyber-bullying reported to the school will be recorded.

Therewillbeclearproceduresinplace toinvestigateincidentsorallegationsof Cyber-bullying.

(1 Sanctions for those involved in cyber-bullying may include:

—  Thebullywill be asked to remove any material deemed to be inappropriate or offensive.

— Aserviceprovider maybe contactedtoremove contentif thebullyrefusesorisunable todelete
content.

— Internetaccess may be suspended at school for the user for aperiod of time. Other sanctions for
pupilsandstaff mayalso be usedinaccordance with the Whole School Behaviour Policy,
Acceptable Use Agreement and Disciplinary Procedures.

—  Parents of pupils will be informed.

— The Police will be contacted if a criminal offence is suspected.

O

5.7 Managing Mobile Phones and Personal Devices

[0 The use of mobile phones and other personal devices by pupils is prohibited.
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The sending of abusive or inappropriate messages or content via mobile phones or personal devices is
forbidden by any member of the schoolcommunity and any breaches will be dealt with as partofthe
school discipline/Behaviour Policy.

The school reserves the right to search the content of any mobile or handheld devices on the school
premises where there is a reasonable suspicion that it may contain undesirable materials, including
those which promote pornography, violence or bullying. Staff mobiles or hand-held devices may be
searched at any time as part of routine monitoring.

School staff may confiscate a phone or device if they believe it is being used to contravene the school’s
behaviour Policy or bullying procedures.

Ifthereissuspicionthatthe materialonthe mobile may provide evidencerelatingtoacriminal offence
the phone will be handed over to the police for further investigation.

Staff members may use their phones during school break times. All visitors are requested to keep their
phones on silent whilst in the school.

Therecording, taking andsharing ofimages, video and audio onany mobile phoneistobe avoided,
except where it has been explicitly agreed otherwise by the Head teacher. Such authorised use isto be
monitored and recorded. Allmobile phone use isto be opento scrutiny and the Head teacheris
authorisedtowithdraw or restrictauthorisation for use atany time ifitis deemed necessary. Where
permissionisgiven bythe Headteacher, noimages or videos are to be taken on mobile phones or
personally-owned mobile devices without the prior consent of the person or people intheimage.
The Bluetoothfunction ofamobile phone should be switched off atalltimes and notbe usedto send
images or files to other mobile phones.

Electronic devices of allkinds that are brought into school are the responsibility of the user. The
schoolacceptsnoresponsibilityfortheloss, theftordamage of suchitems. Norwillthe schoolaccept
responsibilityforany adverse health effects caused by any suchdevices either potential or actual.
Where parents or pupils need to contact each other during the school day, they should do so only
throughthe School’stelephone. Staff may usetheirphonesduring breaktimes. Ifastaffmemberis
expectingapersonalcallthey mayleavetheirphonewiththe school officetoanswerontheirbehalf, or
seek specific permissions to use their phone at other than their break time.

Mobile phones and personal devices are not permitted to be used in certain areas within the school site
such as changing rooms, toilets and swimming pools.

Staff use of personal devices:

[

Staff are not permitted to use their own personal phones or devices for contacting children, young
people and their families within or outside of the setting in a professional capacity.

Stalff will be issued with a school phone where contact with pupils or parents is required.

Mobile phones and personally owned devices will be switched off or switched to ‘silent’ mode;
Bluetooth communication should be “hidden” or switched off and mobile phones or personally owned
deviceswillnotbe usedduringteaching periods unless permissionhasbeengivenbyamember of
Senior Leadership Team in emergency circumstances.

If members of staff have an educational reason to allow children to use mobile phones or personal
devicesas partofaneducational activity, thenitwillonly take place when approved by the Senior
Leadership Team.

Staff should not use personal devices such as mobile phones or cameras to take photos or videos of
pupils and will only use work-provided equipment for this purpose.
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Where members of staff are required to use amobile phone for school duties, forinstance in case of
emergency during off-site activities, or for contacting pupils or parents, then a school mobile phone will
be provided and used. In an emergency where a staff member does not have access to a school-owned
device, they should use their own device and hide (by inputting 141) their own mobile number for
confidentiality purposes.

Ifamember of staff breaches the school Policy and procedures, thendisciplinary action may be taken.

Communicating Policy and procedures

Introducing the Policy and procedures to Pupils

[
[

All users will be informed that network and Internet use will be monitored.

An online safety training programme will be established across the school to raise the awareness and
importance of safe and responsible internet use amongst pupils.

Pupil instruction regarding responsible and safe use will precede Internet access.

An online safety module willbe included inthe PSHE, Citizenship and/or ICT programmes covering both
safe school and home use.

Online safety training will be part of the transition programme across the Key Stages and when moving
between establishments.

Online Safety rules or copies of the pupil Acceptable Use Agreement will be posted in all rooms with
Internet access.

Safe and responsible use of the Internet and technology will be reinforced across the curriculum and
subject areas.

Particular attention to Online Safety education will be given where pupils are considered to be
vulnerable.

Discussing the Policy and procedures with Staff

0

The Online Safety Policy and procedures will be formally provided to, and discussed, with allmembers
of staff.

To protect all staff and pupils, the school willimplement Acceptable Use Agreements.
Staffwillbe made aware that Internettrafficcan be monitored andtracedtothe individual user.
Discretion and professional conduct is essential.

Up-to-date and appropriate staff training in safe and responsible Internet use, both professionally and
personally, will be provided for all members of staff.

Staff who manage filtering systems or monitor ICT use will be supervised by the Senior Leadership
Team and have clear procedures for reporting issues.

The School will highlight useful online tools which staff should use with children in the classroom.
These tools will vary according to the age and ability of the pupils.

Allmembers of staff will be made aware thattheir online conduct out of school could have animpact
ontheirrole andreputation within school. Civil, legal or disciplinary action could be takenifthey are
found to bring the profession orinstitution into disrepute, or if something isfelt to have undermined
confidence in their professional abilities.
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Enlisting Parents’ Support

Parents’ attention will be drawn to the school Online Safety Policy and procedures in newsletters, and
on the schoolwebsite.

Apartnershipapproachtoonline safetyathome andatschoolwith parentswillbe encouraged. This
may include offering parent evenings with demonstrations and suggestions for safe home Internet use,
or highlighting online safety at other attended events e.g. parent evenings and sports days.
Parents will be requested to sign an Online Safety/Internet agreement.

Parents will be encouraged to read and sign the school Acceptable Use Agreement for pupils and
discuss its implications with their children.

Informationandguidanceforparentsononline safety willbe made availableto parentsinavariety of
formats.

Advice on useful resources and websites, filtering systems and educational and leisure activities which
include responsible use of the Internet will be made available to parents.

Complaints

The school will take all reasonable precautions to ensure online safety. However, owing to the
international scale and linked nature of Internet content, the availability of mobile technologies and speed
of change, itis not possible to guarantee that unsuitable materials will never appear on a school computer
ormobiledevice. Neitherthe schoolstaffnorthe Governing Body/Board of Directors can acceptliability
for material accessed, or any consequences of Internet access.

Complaints about the misuse of on-line systems will be dealt with under the school’s Complaints
procedure.

Complaints about cyberbullying are dealt with in accordance with our Anti-bullying procedures.
Complaints related to child protection are dealt with in accordance with school/LA Child Protection
Policy and procedures.

Any complaints about staff misuse will be referred to the Head teacher.

Staff and pupils are given information about infringements in use and possible sanctions. Sanctions
available include:

Interview/counselling by class teacher/Head of Year/Online Safety Coordinator/Head teacher;
Informing parents;

Removal of Internet or computer access for a period, which could ultimately prevent access to files held
on the system, including examination coursework);

Referral to the Police.

OurOnline Safety Coordinatoracts asthefirstpointof contactforany complaint. Anycomplaintabout
staff misuse is referred to the Head teacher.
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